
Recon
Tips and tricks

From Zero to Haxor



RECON ≠ VULN

Gathering information is the initial step in any  of 
any pentesting project. It consists of gathering 

data and information about the target. 
The sources of information may vary vary 

according to the nature of the penetration test. 
They may be sources accessible to all users, 

such as search engines search engines, social 
networks and DNS, or information provided by 

the company itself.
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BurpSuite - Project



BurpSuite - Scope



BurpSuite - Addons

● Backslash Powered Scanner
○ https://portswigger.net/bappstore/9cff8c55432a45808432e26dbb2b41d8 

● Param Miner
○ https://portswigger.net/bappstore/17d2949a985c4b7ca092728dba871943 

● Logger++
○ https://portswigger.net/bappstore/470b7057b86f41c396a97903377f3d81 

● JS Miner
○ https://portswigger.net/bappstore/0ab7a94d8e11449daaf0fb387431225b

● Paramalyzer
○ https://portswigger.net/bappstore/0ac13c45adff4e31a3ca8dc76dd6286c 

● Collaborator Everywhere 
○ https://portswigger.net/bappstore/2495f6fb364d48c3b6c984e226c02968  

https://portswigger.net/bappstore/9cff8c55432a45808432e26dbb2b41d8
https://portswigger.net/bappstore/17d2949a985c4b7ca092728dba871943
https://portswigger.net/bappstore/470b7057b86f41c396a97903377f3d81
https://portswigger.net/bappstore/0ab7a94d8e11449daaf0fb387431225b
https://portswigger.net/bappstore/0ac13c45adff4e31a3ca8dc76dd6286c
https://portswigger.net/bappstore/2495f6fb364d48c3b6c984e226c02968


BurpSuite - Param miner



BurpSuite - Orga

Add & Track Custom Issues 
- https://portswigger.net/bappstore/404965964a5b402d975b19da5f0abeec 

https://portswigger.net/bappstore/404965964a5b402d975b19da5f0abeec


Project 
Discovery
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Project Discovery

httpx is a fast and multi-purpose 
HTTP toolkit that allows running 
multiple probes. 

httpx

dnsx is a fast and multi-purpose DNS 
toolkit allow to run multiple DNS 
queries of your choice with a list of 
user-supplied resolvers.

dnsx

A next-generation crawling and 
spidering framework

Katana

Fast passive subdomain 
enumeration tool. 

Subfinder



Project discovery - subfinder

https://github.com/projectdiscovery/dnsx 

https://github.com/projectdiscovery/dnsx


Project discovery - dnsx

https://github.com/projectdiscovery/dnsx 

https://github.com/projectdiscovery/dnsx


Project discovery - httpx

https://github.com/projectdiscovery/httpx 

https://github.com/projectdiscovery/httpx


Project discovery - katana

https://github.com/projectdiscovery/katana 

https://github.com/projectdiscovery/katana


Project discovery - katana

https://github.com/projectdiscovery/katana 

https://github.com/projectdiscovery/katana


Project discovery - put it together



Open Source 
Intelligence (OSINT)

03



OSINT - Dehashed 



OSINT - Dehashed 

https://git.dev.elysium-security.local/pentest/dehashedrecon 

https://git.dev.elysium-security.local/pentest/dehashedrecon


OSINT - Google Dorks 

https://taksec.github.io/google-dorks-bug-bounty/ 
https://github.com/Nishacid/GDID 

https://taksec.github.io/google-dorks-bug-bounty/
https://github.com/Nishacid/GDID


OSINT - Shodan 

Don't forget Shodan's Black Friday -> $5 lifetime
https://github.com/Karanxa/Bug-Bounty-Wordlists/blob/main/shodan-dorks.txt 

https://github.com/Karanxa/Bug-Bounty-Wordlists/blob/main/shodan-dorks.txt


OSINT - Waymore 

https://github.com/xnl-h4ck3r/waymore 
https://github.com/lc/gau 

https://github.com/xnl-h4ck3r/waymore
https://github.com/lc/gau


Other tools
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Bypass Url Parser 

https://github.com/laluka/bypass-url-parser 

https://github.com/laluka/bypass-url-parser


Firefly

https://github.com/Brum3ns/firefly 

https://github.com/Brum3ns/firefly


HexHTTP

https://github.com/c0dejump/HExHTTP 
https://nishacid.guru/assets/docs/Web_Cache_Poisoning.pdf 

https://github.com/c0dejump/HExHTTP
https://nishacid.guru/assets/docs/Web_Cache_Poisoning.pdf


404 not found

https://0xdf.gitlab.io/cheatsheets/404 
https://nishacid.guru/assets/docs/404_to_RCE_-_Securimag.pdf 

https://0xdf.gitlab.io/cheatsheets/404
https://nishacid.guru/assets/docs/404_to_RCE_-_Securimag.pdf


THANKS!

Do you have any questions?


